institute of
4 Centre for Public
< p , 4 g (= Engagement
[ A =V

abitofcs4fn.org

4
wQf Queen Mary
University of London

One-time Pads

A cipher is a way to make a secret
message.

Battles have been lost because ciphers were
cracked and the messages read. A one-
time pad is a kind of cipher that can’t be
cracked.

You make two copies of a book of random
numbers. The book is the one-time pad.
Each number is used to encrypt one letter.
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How to make a One-time Pad
You will need
A Pack of cards

Two empty notebooks

. Red Ace 1
Instructions e -
1. Shuffle the pack of cards. RedThree 1 3

Red Four 4

Red Five 5

2. Turn over the top card. Red Fiv 2

3. Look up the number for Red Seven | 7

. Red Eight 8

the card in the table and Red Nine 9

. o o Red Ten 10

write it in the next space RedJack | 11

. Red Queen 12

in the notebook. T T

. Black Ace 14

4. Put the card back in the TR T

pack and shuffle. Black Three | 16

Black Four 17

5. Repeat from step 3 until Black Five 118
ac IX

you have enough numbers  [Biackseven| 20

Black Eight 21

for your message. AT

. Black Ten 23

6. Copy the numbers in to Slack dacke | 22

the second notebook. Black Queen] 25

Black King 26
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How to encrypt with a One-time Pad

To share secrets, Alice and Bob each take a

copy of the one-time pad.

Alice crosses off the next unused number

from the one-time pad. She counts
forward that many letters in the
alphabet from the next letter in her
message (jumping back to A from Z).
She writes down the letter she ends on.

For example, suppose the next seven
numbers in the one-time pad are:

52610220 13.

To encrypt “LOVE YOU” Alice moves 5
letters on from L to get Q, 2 letters on
from O to get Q (again), 6 letters on
from V to get B (wrapping round from Z
to A) and so on.

N<XS<CH0WITIOUVOZZIrXcec—IOmTNMMmMmoUOm>

She sends QQBOAIH to Bob.

Computer Science activities with a sense of fun:

One-time pad: V1(16 June 2018) ®@@
Created by Paul Curzon
for Teaching London Computing: http://teachinglondoncomputing.org
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How to decrypt with a One-time Pad

To decrypt the message, Bob starts at the
same place in the one-time pad. Unlike
Alice, he counts back through the alphabet
from the letter in her message instead
of forwards. The letter he ends on is
the next letter of the original message.

Bob gets the message “QQBOAIH".
The next numbers in his one-time pad
are also 52 6 10 2 20 13. He moves

5 letters back from Q to get L, 2 back
from Q to get O, 6 back from B to get

V (wrapping round from A back to Z),
and so on. He writes LOVEYOU.

For you to do

1. Create your own one-time pad.
Write a secret message to a friend.

2. Why do you think one-time pads
aren’t used more often?

N<XS<CH0WwIOUOZZIrXee—IOMmMUOT>

utel Scicncc activities with a sense of fun:

Compu
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