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Herod’s Secret Message

Did King Herod know about cryptography? It is a way to keep things secret by swapping
letters for others using a cipher, so only those with the key can read the message.
Perhaps, if he did, Herod might have sent a sinister christmas message like this. Can you
work out what it says?

lelulrfefr] [v][r[ Je[n]v]x] [efs[ [n] Jofnfoft] Jun]

Lv]afr] Jo[r]afa] ofefefa] [efuln]e] ufv]viv] o]

[rI_In] [s[nufefufefn] [x[v]afr] [n] [efnfz]efnfe] [v]

L] efuln]ef Jufa] [v]e[ [v]a] [n] [rfefnfofvia] |]

Lv[rFfr] [z]r[a] [n[efm] Jale[n]i[af[v]v]v]a[r] [s[e]e]

[z]_Iefulr] [rn[rfe] [s[v]afa] [efu[r] Jo[nfoJt] [x]

fafr] Julelefefof T P I T T T T TP TTTTTT]

You need to fill out the grid below writing the plaintext (the original message in english)
below the ciphertext (the secret version) as you crack it.

lelufrielr] [v]F] [e[n]v|x] |els]| [n] [on]oJL] [u]n]
AlEESEEEEEEEEEEEEEEEEEEEEE
Lilvia[r] Jo[r]rla] [o]elefa] JeJun]a| [J]v]v]v] o]
HlEEEEEEEEEEEEEEEEEEEEEEEE
(Rl [N [s|nfefnlefr] |x|via]r] [n] |efnfz]e|nfe] |v]|
HlEEEEEEEEEEEEEEEEEEEEEEEE
Ll [efulnfe] Julr] [v]r] [v]a] [ [Fle[n]o]v]a[ [J]
HlEEEEEEEEEEEEEEEEEEEEEEEE
LiF[r] Jz[r{a] Injefr] Je[e|njifrfv]vlv]a]T] [s[e]e]
AlEESEEEEEEEEEEEEEEEEEEEEE

[z| [efu]r| [m]n]rle] |s|v]a]a] [eu]r| [o|nJofi] |x]

liafr] [ufrlefelal [ | [ [ ] [T P [ 1T T 1T ][]
HlEEEEEEEEEEEEEEEEEEEEEEEE

If you need help (you probably do!) then read on ... (and the answer is on the final page).
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What kind of cipher might it be?

Herod lived in Roman times. A kind of cipher that was known then involved substituting
different letters for the ones in the original message. For example an E might always be
changed to an S, an F always to a Z and so on. Roman Emperor, Julius Caesar, used
cryptography to keep his personal military messages secret. The version he used is now
called a Caesar cipher after him. He swapped every letter for one three places earlier in
the alphabet: D became A, E became B and so on, with A jumping back to X, Bto Y and C
to Z. Augustus Caesar who was the Roman Emperor when Jesus was born used a simpler
variation of a Caesar cipher shifting letters by one place in the other direction so A became
B, B became C and so on, but with Z becoming AA rather than A.

The key to solving Caesar cipher is to work out how far a shift has been made then write
the alphabet above another copy but shifted by different amounts. For example for Julius
Caesar’s cipher you would create the grid:

Ix|v[z|a|s|c|o|e[r]a|n|[i]|u]k[L]m|n[o]P|a|r]s|T[u]v]|w]| ciphertext

|A|B|C|D|E|F|G|H|||J|K|L|M|N|O|P|Q|R|8|Tlulvlwlx|Y|Z| plaintext

To encript a message - the plaintext - find the letter from your message in the bottom row
and write the letter above it in the ciphertext row. To decrypt a message that is written
using the Caesar cipher, work the other way. Find the letter from the encrypted message in
the top row and write down the letter in the bottom row. Do this a letter at a time to recover
the original message. To do that you need to know how big a shift has been used

So to decrypt the message you need to be able to fill in the grid below with the alphabet
shifted the right amount.

LU LT PP TP ] [ ] | cehenes

|A|B|C|D|E|F|G|H|||J|K|L|M|N|O|P|Q|R|8|Tlulvlwlx|Y|Z| plaintext

To crack Herod’s cipher you could just try all 26 possibilities of the Caesar Cipher in turn.
Flrst shift by one place and try and decipher the message. Then shift by two places and try
again... and so on. All but one attempt will continue to give gobbledygook, but when you
get the right one, a message in english will appear. You do not have to decrypt the whole
message each time - one word might be enough. If it gives nonsense try a different shift. If
it makes a word decrypt another word that way to check if it really works, and so on.

That will work, but perhaps it is too slow or too much work for you! If so perhaps you can

think of a better way. If you want to try another way then read on ...
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Cribs
If you are lucky, the person writing the message may have given you a way to decrypt it
because of what they wrote. If you can guess what any of the words might be then you can
try putting that in the message. For example, people often start letters “Dear ...” or end
them with their name. Guesses of a word that might be in the message at a given place
like this are called cribs. Try putting the crib (like DEAR) in as that bit of the message,
then you can see if the letters of the crib fit. Do those letters fit the pattern of a Caesar
cipher (i.e. do they all correspond to the same number shift)? If so you have worked out
which key to try first. Try it and see if the message emerges. If it does your guess was
right. If not, back tot he drawing board.

Can you crack Herod’s message using a crib?

If not then read on to find another way.
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Stealing the Key

Another way is to use old fashioned spying and try and steal the key. If either the sender or
receiver have written it down then it may be possible for you to get a copy. Obviously this
is dangerous unless you have a reason to be there! However, if you have intercepted the
message perhaps you have a chance. Look for grids amongst the papyrus, like the ones
earlier. Even seeing a fragment may be enough to work out what the key is.

For example perhaps you saw the following written in a pile of papyrus in the home of the
person the message was for.

Perhaps you can work out what the full key must be from this glimpse of just a part of it?

If not, then read on to get the full key.
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The Key

If you haven’t cracked the message yet, then perhaps you will be lucky enough to get the
chance to steal the whole key. From the glimpse above though it is clear that Q turns in to
D. They are 13 letters apart. Perhaps it is a Caesar cipher where every letter is shifted by
13 places.

Here it is:
Injo[r|alr|s|T]u|v]|w|x|v]|z]|a|B]|c|o|[e|F|a|n]i]u]x]|L]|m]| ciphertext
[a]e|c[o|e|F]a|n|i[s]x]|L|m|n[o|r|a]|r]s|[T|u|v]w]|x]|Y[z]| Paintxt

A Caesar cipher with a shift of 13 places, actually means you use the same substitution to
encrypt and decrypt messages as A becomes N but also N becomes A.

Can you decrypt the message now using the key? Find the answer overleaf.
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The decrypted message

Here is the final decrypted message. Did you manage to work it out?

G|U|IR|E|R VIF GIN|[Y[X B|S N OIN|JO|L U|N
TIH|E|R]|E ]S TIA|JL]K O|F A BI|A|B|Y HIA
I|VIA|T O|R|R|A O|B|E|A G|U[IN]|G JIV]IY]Y O
VII|IN]|G BIE|E|N B|O|R|N TIH|A]|T WIlI|L|L B
R N S|IH|G|H]|E]|R XIV]IA]|T N E|H|Z|B|H]|E Vv
E A FIU|JTJU|R]E KII'|N|G A RIUIM|O|U|R I
F GI|UIN|G U|R VIF VIA N FIGIN|O|Y]|R J
S TIH|A|T H|E ]S [ [N A S|T|A|BJ|L]|E w
VIF|R Z|IRJ]A N|IE|R G|E|IN|IT|R|IY|Y]|V]|A]|T S|E|B

I|S|E M]E|N A|R]|E TIR|JA|JV]|E|L|L|I|N]|G FIR]O
z G|U|R RIN|F|G S|V]IA]Q G|U|[R OINJO|L X
M TIH|E E[A|S|T FII|N]|D TIH|E BI|A|B|Y K
VIA|T U|R|E]|B]Q

I [N]|G HIE|R|O|D

Encryption is massively important in the modern world, though we leave computers to do
the encryption and decryption. It allows people to send private messages to each other
that stay private even though the messages pass through lots of other computers as they
are delivered. Encryption acts like a sealed envelope for a normal letter.

It is also used to transfer electronic money. In fact the modern banking system could not
work at all without strong encryption that cannot be cracked unless you actually have the
key. Modern ciphers are far, far harder to crack than the ones used in Roman times like
the one we cracked above.
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